Phone Home

Use Dynamic DNS to phone home!

Paul Elliott
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Tell the dynamic DNS server to
attend to your domain.
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Create an Arecord for dynamic DNS
to point to your Home computer.

e 127.0.0.1 (local host)
IS a good Initial value.
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You do not have to have your own
domain to phone home.

* |f you get a free account with dyndns.org they
will create an host within one of their domains

that you can cause to always point to your
home computer.

 YOou can ssh to this host

- ssh you@yourcomputer.dyndns.org



Tell your router to phone home to
your dynamic DNS server.

* How you do this
. depends on your
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SO you need plan B

* a dynamic DNS
client.



If you have openwrt you can have your router
handle dynamic dns!



oIf you have openwrt have your router do dynamic
dns!
Install luci-app-ddns from “System/Software”



Configure DDNS from LuCl
Services
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Dynamic DNS allows that your router can be reached with a fixed hostname while having a dynamically changing IF address.
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-Subdomain wi
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“A” record



‘GGoes In openwrt “Username’” field.
‘Goes In openwrt “Domain’ field.
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If your router will not cooperate

 Then you must get your linux computer to
update dynamic dns.

e Read on.



Install ddclient on your linux

machine
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| Update IP addresses at dynamic DNS services
A perl based client to update your dynamic IP address at DynDNS.com
‘ (or other dynamic DMS services such as Hammernode, Zoneedit or

EasyDNS), thus allowing you and others to use a fixed hostname
(myhost.dyndns.org) to access your machine, This client supports both
the dynamic and (near) static services, MX setting, and alternative

host. It caches the address, and only atternpts the update if the
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|l paclkages listed, 1883 installed, 0 brolken. 1 to install/upgrade, 0 to remove




Are you running dhclient or dhcpcd?

$ ps -Algrep -i dh
3222 ? 00:00:00 dhcdhd
3426 ? 00:00:00 dhclient



Edit /etc/ddclient.conf

e Start with

- Jusr/share/doc/ddclient/examples/sample-etc_ddclient.conf
* |ncludes most common ddclient options

daemon=300 # check every 300 seconds
syslog=yes # log update msgs to syslog
mail=root # mail all msgs to root
mail-failure=root # mail failed update msgs to root
pid=/var/run/ddclient.pid # record PID in file.

ssl=yes # use ssl-support. Works with



Edit /etc/ddclient.conf
e Start with

- Jusr/share/doc/ddclient/examples/sample-etc_ddclient.conf

* Includes “use” line for getting external IP address from most

common routers. Simply uncomment router you have!
#use=watchguard-soho, fw=192.168.111.1:80 # via Watchguard's SOHO FW

#use=netopia-r910, fw=192.168.111.1:80 # via Netopia R910 FW
#use=smc-barricade, fw=192.168.123.254:80  # via SMC's Barricade FW
#use=netgear-rt3xx, fw=192.168.0.1:80 # via Netgear's internet FW

#use=linksys, fw=192.168.1.1:80 # via Linksys's internet FW
#use=maxgate-ugate3x00, fw=192.168.0.1:80 # via MaxGate's UGATE-3x00 FW
#use=elsa-lancom-dsI10, fw=10.0.0.254:80 # via ELSA LanCom DSL/10 DSL Router
#use=elsa-lancom-ds|10-ch01, fw=10.0.0.254:80 # via ELSA LanCom DSL/10 DSL Router
#use=elsa-lancom-ds|10-ch02, fw=10.0.0.254:80 # via ELSA LanCom DSL/10 DSL Router
#use=alcatel-stp, fw=10.0.0.138:80 # via Alcatel Speed Touch Pro
#use=xsense-aero, fw=192.168.1.1:80 # via Xsense Aero Router

#use=allnet-1298, fw=192.168.1.1:80 # via AlINet 1298 DSL Router
#use=3com-oc-remote812, fw=192.168.0.254:80 # via 3com OfficeConnect Remote 812
#use=e-tech, fw=192.168.1.1:80 # via E-tech Router

#use=cayman-3220h, fw=192.168.0.1:1080 # via Cayman 3220-H DSL Router



Edit /etc/ddclient.conf
e Start with

-/
usr/share/doc/ddclient/examples/sample-etc_ddclien
t.conf

* Includes server options for most dynamic dns hosts.
Simply uncomment lines add your host name and

## assword! o
#it dyndﬁs.org dynamic addresses YOur Complete
i | | dns hostname
## (supports variables: wildcard,mx,backup

it goes here.

# server=members.dyndns.org,
# protocol=dyndns2

. :
# your-dynamic-host.dyndns.or LOg In
#login=your-login # default login

#password=test * PASSWO rd

#mx=mx.for.your.host # default MX
#backupmx=yes|no # host is primary MX?
#wildcard=yes|no # add wildcard CNAME?



Edit /etc/ddclient.conf

daemon=300 # check every 300 seconds
syslog=yes # log update msgs to syslog
mail-failure=root # mail failed update msgs to root
pid=/var/run/ddclient.pid # record PID in file.

ssl=yes # use ssl-support. Works with

use=fw, fw=192.168.86.198/mymodem_summary.htm, fw-skip='internet_options.htm><U>"'

1t

# NameCheap (namecheap.com)

#

protocol=namecheap, \
server=dynamicdns.park-your-domain.com, \
login=blackpatchpanel.com, \
PassSWOord=>XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX \
owlnest



Edit /etc/ddclient.conf

daemon=300 # check every 300 seconds
syslog=yes # log update msgs to syslog
mail-failure=root # mail failed update msgs to root
pid=/var/run/ddclient.pid # record PID in file.

ssl=yes # use ssl-support. Works with

use=fw, fw=192.168.86.198/mymodem_summary.htm, fw-skip='internet_options.ntm><U>"

1t

# NameCheap (namecheap.com)

#

protocol=namecheap, \
server=dynamicdns.park-your-domain.com, \
login=blackpatchpanel.com, \
PassSWOord=>XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX \
owlnest

 Needed only If you need to run as a daemon
* |.e. not running dhclient or dhcpcd



Edit /etc/ddclient.conf

daemon=300 # check every 300 seconds
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Edit /etc/ddclient.conf

daemon=300 # check every 300 seconds
syslog=yes # log update msgs to syslog
mail-failure=root # mail failnd rdata mmonc ta vant
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Running dhcpcd?

cp /usr/share/doc/ddclient/examples/sample-etc_dhcpc _dhcpcd-ethO.exe \
/etc/dhcpc/dhcpcd-{your ethernet interface}.exe

e See ddclient documentation.

#!/bin/sh

R A A A T R A R T T T T T e
## $ld: sample-etc_dhcpc_dhcpcd-eth0.exe 8 2006-06-14 19:51:39Z wimpunk $

HHH R HHH R R R R R R R R A R R AR A
PATH=/usr/sbin:${PATH}

## update the DNS server unless the IP address is a private address
## that may be used as an internal LAN address. This may be true if
## other interfaces are assigned private addresses from internal

## DHCP server.

case "$1"in
10.%) "
172.1[6-9].* | 172.2[0-9].* | 172.3[0-1].*) ;
192.168.%) "
)
logger -t dhcped IP address changed to $1
ddclient -daemon=0 -syslog -use=ip -ip=$1 >/dev/null 2>&1

esac




If you are running dhclient?

$ ps -C dhclient
PIDTTY TIME CMD
2833 ? 00:00:00 dhclient



Otherwise... Run ddclient as a
daemon

Select the services that you wish to activate:

w Executes scheduled actions

Audio settings manageme
" o manazem|

— | Database server (postgres
L=l Data storage system

‘{ Dynamic DNS services upc

0 Z Folder sharing service (nfs

Shares folders owver your networlc

Shares folders over your networlc

0 Z Folder sharing service (sar
=

I Help | ¢ Close |



Daemon talks to router to get
external IP address.

#use=watchguard-soho, fw=192.168.111.1:80 # via Watchguard's SOHO FW

#use=netopia-r910, fw=192.168.111.1:80 # via Netopia R910 FW
#use=smc-barricade, fw=192.168.123.254:80 # via SMC's Barricade FW
#use=netgear-rt3xx, fw=192.168.0.1:80 # via Netgear's internet FW

#use=linksys, fw=192.168.1.1:80 # via Linksys's internet FW
#use=maxgate-ugate3x00, fw=192.168.0.1:80 # via MaxGate's UGATE-3x00 FW
#use=elsa-lancom-dsl10, fw=10.0.0.254:80 # via ELSA LanCom DSL/10 DSL Router
#use=elsa-lancom-dsl10-ch01, fw=10.0.0.254:80 # via ELSA LanCom DSL/10 DSL Router
#use=elsa-lancom-dsl10-ch02, fw=10.0.0.254:80 # via ELSA LanCom DSL/10 DSL Router
#use=alcatel-stp, fw=10.0.0.138:80 # via Alcatel Speed Touch Pro
#use=xsense-aero, fw=192.168.1.1:80 # via Xsense Aero Router

#use=allnet-1298, fw=192.168.1.1:80 # via AlINet 1298 DSL Router
#use=3com-oc-remote812, fw=192.168.0.254:80 # via 3com OfficeConnect Remote 812
#use=e-tech, fw=192.168.1.1:80 # via E-tech Router

#use=cayman-3220h, fw=192.168.0.1:1080 # via Cayman 3220-H DSL Router

 Common routers have built in support.

» Just uncomment correct “use” line in the sample
ddclient.conf file.



If your router Is unsupported
Web Scrape
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Log Out admin
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—_— From the Gateway section you can access and manage Internet connectivity
and Home Networking. For diagnostics and statistics go to Gateway Health,
and to setup security and firewall settings go to Security. Finally, to change

5P Home your interface or choose a language, select Customize.
Connection  Metwork
Below is a quick summary of the Gateway information:
) System Type: Gigaset SESG7/8 Series
Security G:tee;?;ﬁy DSL Connection Information: LUF
Rourter IP Address: 192.168.86.198
WAN IP Address: 99.93.100.238
Firewall: Low
Config Part#: 003-6045-G0L =
Customize Fehoot Firmware Part#: 004-E652-ADG
MAC Address: 00:18:D1:FD:66:11 =l

Copyright @ 2004 Siemens Subscriber Networks, Inc.

Done

* FIind the page In your router's web pages that
displays the external IP address.



Isolate the frame containing the
external |IP address.

7 -» Gigaset Router Management Interface - Iceweasel [=1[a]x]
File Edit View History Bookmarks Toocls Help

@ 5 v @ @ @ [&ntpy/192.168.686.198/ ~|far] e @ -
[ Most Visited~ 0 Getting Started [ElLatest Headlnes~

Log Out: admin

Gateway Options

= JmN ~ )

USERS DEVICES GATEWAY

I Gigaset Router

Fror| Iin access and manage Internet
coni| & Eorward g. For diagnostics and statistics go to
Gatd & Beload turity and firewall settings go to Security.
5P Lome Fin:j @ r choose alanguage, select Customize.
Connection  Network

Bookmarls This Page

Below is a | 7 save Page As... y information:

I Gateway Info;| Send Link. ..
Security G:;eavmy DSL c""";ﬁz';
wa E] Select Al
This Frame Sh Only This Frame
Customize  Reboot Firl View Page Source F | Open Frame in New Window

i Open Frame in New Tab
£2 Reload Frame

Bookmaerlk This Frame
Save Frame As...

@) View Page Info
Adblock Frame...

& Print Frame...

View Frame Source
@ View Frame Info

Done
L

File Edit View History Bookmarlks Tools Help

Sy IEJ http://192.168.86,198/mymodem_sumir ;l |v| @,

i Most Visited~ @ Getting Started []Latest Headlines~

I Gigaset Router

From the Gateway section you can access and manage Internet connectivity and
Home Networking. For diagnostics and statistics go to Gateway Health, and to setup
security and firewall settings go to Security. Finally, to change your interface or choose
a langyiage, select Customize.

BelgPis¥a quick summary of the Gateway information:
. Gateway Info:

System Type: Gigaset SESG7/8 Series
DSL Connection Information: UF
Router IP Address: 192.168.86.198
WAN IP Address: 99.93.100.238
Firewall: Low
Config Part#: 003-6045-GOL
Firmware Part#: 004-E652-ADG
MAC Address: 00:18:D1:FD:66:11
Up Time: 1 day, 9 hours, 23 minutes, 3 seconds

Done

» Right click on the frame; Show only this Frame



Note the URL.

Bookmarls Tools Help

File Edit View Histg

& nttp://192.168.86.198/mymodem_summary.htm

I Gigaset Rouner

- From the Gateway section you can access and manage Internet connectivity and Home
#  Networking. For diagnostics and statistics go to Gateway Health, and to setup security and
firewall settings go to Security. Finally, to change your interface or choose a language, select
Customize.

Below is a quick summary of the Gateway information:
I Gateway Info:

System Type: Gigaset SESGV/E Series
DSL Connection Information: LFP
Rouner IP Address: 192 1G8.86.198
WAN IP Address: 99.83.100.238
Firewall: Low
Config Part#: 003-6045-G0OL
Firmware Part#: 004-EG52-ADG
MAC Address: 00:18.D1.FD:66:11
UpTime: 1 day, 9 hours, 23 minutes, 3 seconds

Done

e \We will use the url to create a “use” line.

>



View the source for the page

[2][B][x]

File Edit m History Bookmarlks Jools Help
< | Ioolbars p.168.86.198/mymodem_surmmary.htm = | [G+] Q@ ~

v Status Bar
FMost Vi sidebar » ||Latest Headlines~

&2 Reload Ctri+R

R Zoom » you can access and manage Internet connectivity and Home
a N Eage Style , B and statistics go to Gateway Health, and to setup security and

T rity. Finally, to change your interface or choose a language, select

Page Source Ctri+
Below i{ FEull Screen F11 [Sateway information:

I Gateway Info:

System Type: Gigaset SESG7/8 Series
DSL Connection Informaton: LUF
Rouner IP Address: 192 168.86.198
WAN IP Address: 95.93.100.238
Firewall: Low
Config Part#: 003-6045-G0OL
Firmware Part#: 004-EG52-ADG
MAC Address: 00:18.0D1:FD:66:11
Up Time: 1 day, 9 hours, 23 minutes, 3 seconds

N K0

Done




Search of external IP address iIn the
sourcel

===l el W= < /| =< A" ) }else {docu

Eile Edit View Help

L?back=nymodem_summary. him&dest=internet options. him=<U

Kl _| *
¥ Find: |99.93.lUD.238 @ Previous =:Next - Highlight all [ Matc
| Line 1, Col 11027 P




Locate unique prefix

vemin. o v SR e el @ LOCAtE @ prefix that
uniquely precedes the
external IP address in
the source html.

 |f necessary, use
regular expressions.

1 _ 2
¥ Find: |99.93.100.238 @ Previous & Next Highlight all [ Matd

| Line 1, Col 11014 r




Construct a “use” line.

use=fw, fw=192.168.86.198/mymodem_summary.htm, fw-skip='internet_options.htm><U>"'

» Construct a use line from the two pieces of
data we have gathered.

- The URL.
- The Prefix strin

 Put use line In /etc/ddclient.conf




Edit /etc/ddclient.conf

daemon=300 # check every 300 seconds
syslog=yes # log update msgs to syslog
mail-failure=root # mail failed update msgs to root
pid=/var/run/ddclient.pid # record PID in file.

ssl=yes # use ssl-support. Works with

use=fw, fw=192.168.86.198/mymodem_summary.htm, fw-skip='internet_options.htm><U>"'

1t

# NameCheap (namecheap.com)

#

protocol=namecheap, \
server=dynamicdns.park-your-domain.com, \
login=blackpatchpanel.com, \
PassSWOord=>XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX \
owlnest



Run ddclient as a daemon

Select the services that yvou wish to activate:

w Executes scheduled actions

Audio settings manageme
0 o manazem

— | Database server (postgres
=] Data storage system

= ‘; Dynamic DNS services upc

O Z Folder sharing service (nfs

Shares folders over your networl

0 Z Folder sharing service (sar

Shares folders over your networl

Al

I Help | ¢ Close |

* Done configuring ddclient



Remember how | told you If you had
dhclient or dhcpcd you did not have
to run ddclient?

* You could read the ddclient doc and find out a
file you could copy to run ddclient when you
received a new dhcp lease?

 On my debian lenny distro it, (the method
specified in the ddclient docs,) which | told you
about earlier in this presentation, did not work!




What worked.

#!/bin/sh

/usr/sbin/ddclient -daemon=0 -syslog -use=fw -fw "192.168.86.198/mymodem_summary.htm" -fw-skip 'internet_options.htm><U>' >/dev/null 2>&1

» Added the following file to
- [etc/dhcp3/dhclient-exit-hooks.d/ddclient-hook

* Highlighted portions are from my use line. You
will need to find them by web scraping your
router as previously described.



Test that host record points to
correct place.

; <<>> DiG 9.5.1-P3 <<>> owlnest.blackpatchpanel.com

;; global options: printcmd

;; Got answer:

5y ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 49840

;; flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 0

$ dig owlnest.blackpatchpanel.com

;; QUESTION SECTION:
;owlnest.blackpatchpanel.com. IN A

;i ANSWER SECTION:
owlnest.blackpatchpanel.com. 1800 IN A 99.93.100.238

;; Query time: 106 msec

;; SERVER: 192.168.86.198#53(192.168.86.198)
;» WHEN: Sun Jan 24 13:15:47 2010

; MSG SIZE rcvd: 61

$

* Repeat that test still works after you get a new
DHCP lease!



Tell your router how to route
Incoming connection requests

File Edit View History Bookmarks Tools Help

& % - 2 @ {> [Entp/1o2.168.86.198/ ~|le~ e @ -~

[ Most Visited~ @ Getting Started [£]Latest Headlines~

I, PortBy-Pass Configuration

Gateway Options
_ Many applications require special port access to the Internet, and can be enabled using Port

@ By-Pass. Here you can enter customized port access for additional applications.
Redirected to Enable/

. Protocal Port P Address Dicable Edit Delete

Comastan ek Tcp 5190 | 192168.86.1 | Disable || _Edit Delste |

Tcp 22 192168.86.1 | Disable || _Edt Delete |
Delete All_|
Semmy Gateway
Realh W, Add | Edit Entry =
Select senvice by name: _Choose Service| ¥

\ -OR-
Customize Pehnnt Selectprotocol: Choose Protocol| ™ ‘and TCP/UDP port(s): - j

Done 7 r

 How to do this depend on your router.

* Port 22 is used by ssh

» what should your router do with an incomin
connection request on port 227




Configure the ssh daemon's
Security.

» Under root, edit
- /etc/ssh/sshd_config



Limit sshd access to users with
kKnown strong security.

AllowUsers pelliott

Your “distro” will often add accounts that you
don't even know about.

Just because you let someone have an account
on your computer, does not mean you want to
let them have remote access.

Most people's security practices are horrible.

It IS nice to limit remote access to a known finite
lIst.



Consider disabling password access
altogether!

PasswordAuthentication no
» Berlios developer web site was attacked

recently using man-in-the-middle attack using
passwords.



Disable protocol 1

Protocol 2

 Protocol 1 is old.



If you want to run remote X11
programs, you will have to enable
X11Forwarding

X11Forwarding yes

* Most security concerns concerning X11
Forwarding are for the X server i.e. where the
mouse and the display is.



TCP wrappers may prevent sshd
from accepting incoming
connections!

/etc/hosts.deny
ALL : ALL EXCEPT LOCAL,localhost

* Most distro's versions of ssh link to tcp
wrappers.

* This means they will not allow incoming
connections If tcp wrappers is not configured
properly.

|t Is a good idea to tell tcp wrappers to disallow
everything not explicitly permitted.



Explicitly allow sshd to connect.

/etc/hosts.allow

portmap: 192.168.86.0/255.255.255.0
statd: 192.168.86.0/255.255.255.0
sshd: ALL : ALLOW

* Modify /etc/hosts.allow to allow sshd to talk to
the outside world.



Pierce your firewall to allow
Incoming connections

Firewall Edit Ewvents Policy Help ° HOW you do thIS

e J
y depends on your
firewall management
software.

Status |Events Policy

Editing Inbound traffic policy v‘

Allow connections from host

e | use “firestarter”

Allow service |Port |For =

DMNS 53 everyone

*SSH 22 everyone -

NTP 123 everyone -




Restart the ssh daemon

# [etc/init.d/ssh restart

» After changing security parameters, you will
need to restart the daemon.



Go to ShieldsUP to verify we have
and open port!

File Edit View History Bookmarks Tools Help
@ = it 5] https:/Awav.gre.com/x/ne.dii?bhObleyd?2 ~ | [~ schields up o @ ~
[EMost Visited~ #Getting Started [E|Latest Headlines~
*§ schields up - Google S... 8 5 GRC | ShieldsUP! — Co... 38 %L, GRC | ShieldsUP! — Int... & ‘ i
[ . . —
“l Gibson Research Corporation - Data Recovery | search |
| Home v | SpinRite v | Services v | Freewarey | Research v | Other v |
Welcome to ShieldsUP!
If you have not visited for some time, please note that:
* Ournew Perfect Passwords facility is used by thousands of people every day to generate ultra-high-quality random passwords
for securing WiFi and other services,
e Our weekly Security Now! audio podcast has coverad every security issue you might have. These mp3 audio files are freely
downloadable, and since we have transcripts of every podcast, you can use our sitewide search to find any podcast by keyword.,
If you are new to this site and our services:
Please take just a moment to read and consider these three points:
Youruse of the Internet security wulnerability profiling services on this site constitutes your FORMAL PERMISSION for us to conduct these tests and requests our transmission of Intemet
packets to your computer. ShieldsUPY benignly probes the target computer at your location. Since these probings must travel from our server to your computer, you should be certain to
hawve administrative right-of-way to conduct probative protocol tests through any and all equipment located between your computer and the Internet.
HQ INFORMATION gained from your use of these services will be retained, viewed orused by us or anyone else in any way for any purpose whatsoever.
If you are using a personal firewall product which LOGS contacts by othersystems, you should expect to see entries from this site's probing IP addresses: 4 79142192 -thru-
479142207, Since we own this IP range, these packets will be fram us and will NOT BE ANY FORM OF MALICIOUS INTRUSION ATTEMPT OR ATTACK an your computer. You can
use the report of their arival as handy confirmation that your intrusion logging systems are operating comectly, but please do not be concemed with their appearance in your firewall
logs. fs expected.
Proceed
| g

Dohe | www.gre.com & |



Go to ShieldsUP to verify we have
and open port!

File Edit View History Bookmarks Tools Help

@ w v & @ & [Slntps/mww.gre.comixine.dizrhlokyd2 j
[E Most Visited~  geGetting Started [Latest Headlines~

*§ schields up - Google S... 8 % GRC | ShieldsUP! — Co... 3 ‘_ GRC | ShieldsUP! — Int... & | v
“‘. Gibson Research Corporation - privacy [Search |

+ [ schields up e, @ ~

4

[ Home v [ SpinRite v | Services v | Freewarev | Researchy | Other v |

Shields UP 1!

Port Authority Edition - Internet Vulnerability Profil
by Steve Gibson. Gibson Research Carporation

Checking the Most Common and
Troublesome Internet Ports
This Internet Common Ports Probe attempts to establish standard TCP Internet connections with a collection of standard, well-known, and often vulnerable or
troublesome Internet ports on YOUR computer. Since this is being done from our server, successful connections demonstrate which of your ports are "open” o
visible and soliciting connections from passing Intemnet port scanners

Your computer at IP:

Is being profiled. Please stand by. ..

Total elapsed testing time: 5.007 seconds

TruStealth
Analysis

Solicited TCP Packets: RECEIVED (FAILED) — As detailed in the port report below, ane or more of your system's ports actively respanded to our deliberare atempts 1o establish a connection. Itis
generally possible to increase your system's security by hiding it fram the probes of potentially hostile hackers. Flease see the details presented by the specific port links below, as well as the various
Tesaurces on this site. and in our extremely helpful and active user community

Unsolicited Packets: PASSED — No Intemet packets of any sart were received fram your system a aside-gffect of our atempts to elicitsame response fram any of the ports listed above. Some
questionabile pesanal security systems e1pose their users by atempting to "counter-probe the probe”, thus revealing themselves. But your system remained wisely silent. (Except for the fact that
natall of its ports are completely stealthed as shown below.)

Ping Echo: PASSED — Your system ignored and refused to reply 1o repeated Fings (ICMP Echo Requests) from oursewver,

Port Senice Status Security Implications
0 <nil> Stealth  Thers is NO EVIDENCE WHATSOEVER that a port{or even any computer) exists &t this 1P address!
21 FTP Stealth  There is NO EVIDENCE WHATSOEVER that a port(af even any computer) exists atthis [P address!

Secure Shell provides asecure-cannection version of the Telnet remote console sewice with additional features. Unfortunately, the SSH services

22 SSH OPEM! | and theirsecurity add-on packages have a long history of many widely exploited buffer overflaw vulnerabilities. If your system has this port exposed
= ta the outside world you should be vigilant in keeping your SSH service updated
23 Telnet Stealth  There is NO EVIDENCE WHATSOEVER that & port (a1 even any computer) exists atthis |P address!

Done www.grc.com

* No Open port, no possibility of remote
access!




Make sure your passwords are
strong because they will try to get In!

hrnowl:/var/log# grep ssh auth.log |grep root

Feb 2 15:31:40 hrnowl sshd[5205]: User root from 211.92.149.147 not allowed because not listed in AllowUsers
Feb 2 15:31:42 hrnowl sshd[5207]: User root from 211.92.149.147 not allowed because not listed in AllowUsers
Feb 2 15:31:44 hrnowl sshd[5209]. User root from 211.92.149.147 not allowed because not listed in AllowUsers
Feb 2 15:31:46 hrnowl sshd[5211]: User root from 211.92.149.147 not allowed because not listed in AllowUsers
Feb 2 15:31:48 hrnowl sshd[5213]: User root from 211.92.149.147 not allowed because not listed in AllowUsers
Feb 2 15:31:50 hrnowl sshd[5215]: User root from 211.92.149.147 not allowed because not listed in AllowUsers
Feb 2 15:31:52 hrnowl sshd[5217]: User root from 211.92.149.147 not allowed because not listed in AllowUsers
Feb 2 15:31:54 hrnowl sshd[5219]: User root from 211.92.149.147 not allowed because not listed in AllowUsers
Feb 2 15:31:56 hrnowl sshd[5221]: User root from 211.92.149.147 not allowed because not listed in AllowUsers
Feb 2 15:31:59 hrnowl sshd[5223]: User root from 211.92.149.147 not allowed because not listed in AllowUsers
Feb 2 15:32:01 hrnowl sshd[5225]: User root from 211.92.149.147 not allowed because not listed in AllowUsers
Feb 2 16:29:29 hrnowl sshd[5658]: User root from 219.93.76.50 not allowed because not listed in AllowUsers

hrnowl:/var/log#

» Excerpt from my system log show hackers
trying to get In!



Generate a ssh public private key
pair (If you have not already)

Use ssh-keygen to generate the keys. On your mobile
computer

Distribute the public key to the remote computer. That
IS your home computer.

- To the ~/.ssh directories of the accounts that will
phone home.

If you have disabled password access, you won't be
able to use ssh itself to do this.

Append the public key to ~/.ssh/authorized keys of
the account that will be used at home.

ssh-copy-id -1 ~/.ssh/yourkey.pub user@remote.host



If you have disabled passwords you
will have to use sneakernet for
distribution

* ssh-copy-id -1 ~/.ssh/yourkey.pub user@remote.host

- If you have disabled password access this will not
work!

— Copy the file via sneaker net and a usb stick
— On your mobile computer

* Cp mykey.pub /media/usbstick/mykey.pub
- On your home computer

 cat /media/usbstick/mykey.pub \
>>~[.ssh/authorized keys


mailto:user@remote.host

You are now ready to phone home.

ssh -X pelliott@owlnest.blackpatchpanel.com /usr/bin/konsole

 Run a X11 terminal program on your home
computer from your remote laptop.

* From this window you can run any X11
programs.

* You can even su to root, (if you know the
password), for remote system administration,
using X11 point and clicky programs.



Run program on remote “client”

Session Edit View :o:lrcmarks Settings Help L From thiS ConSOIe
pelliott@hrnowl:~ .

window, you can run
any X11 program.

* Output display will be
seen on local X
server. Program will
run on remote
computer.

Il

Shell



X11 terminology

Session Edit View Bookmarks Settings Help

pelliott@irnowl:~$ |

Il

Shel

* |In X11 terminology,
the “X server” is
where the screen, the
keyboard and the
mouse IS, and the
“client” Is where the
“program” Is.

 This is backward from

most other usage of
client/server.
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